
Missouri Workforce Longitudinal Data System Memorandum of Agreement 2015 

WORKFORCE LONGITUDINAL DATA SYSTEM AGREEMENT 

This agreement is made by and between the following Departments and Divisions of Missouri State Government: 

Department of Economic Development, Department of Elementary and Secondary Education, Department of Labor 

and Industrial Relations, Department of Higher Education, and Department of Social Services, working in 

conjunction with the Office of Administration - Information Technology Services Division; each as represented by 

their designated staff and contacts and hereafter referred to as the "Parties" for the purposes, terms and conditions 

stated herein. 

I. INTRODUCTION AND BACKGROUND 

The Workforce Innovation and Opportunity Act (WIOA), Public Law 113-128, was enacted July 22, 2014. The 
Workforce Development System prescribed by this law is to be implemented statewide in Missouri and is to be 

inclusive of Title I: Workforce Development Activities formerly assigned to the Missouri Division of Workforce 

Development; Title II: Adult Education and Literacy Activities formerly assigned to the Missouri Department of 
Elementary and Secondary Education, Office of Adult Leaming and Rehabilitation Services, Adult Education and 

Literacy; and Title IV: Rehabilitation Act Activities formerly assigned to the Missouri Department of Elementary 
and Secondary Education, Office of Adult Leaming and Rehabilitation Services, Vocational Rehabilitation. This 

law also incorporates changes to encourage the development of collaborative services that impact all Parties. This 
law additionally incorporates the services of the Department of Social Services, Family Support Division when 

expressly directed by the Governor. 

Previously developed and successfully completed longitudinal data system activities have proven Missouri 's 

capability in the application of computer technology to enable the legally-structured sharing of personally 
identifiable inforrnation in a manner that de-identifies and aggregates data for program outcome analysis. This 
de-identified aggregate data may be shared with Parties' leadership and the general public to evaluate program 
outcomes, enable the resolution of specific research questions, enable policy development and program decision 
making, and for reporting the impact of joint program participation to Parties ' respective federal agencies for the 

improvement of these programs and their benefit to Missouri citizens . 

The Parties wish to continue a collaborative framework encouraging cooperation, communication, guidance and 

governance to assist the Parties' efficient, effective and secure participation in the sharing of program participant 
data to support the evaluation of state or federally funded program outcomes. This collaboration helps the Parties 
identify areas where program data may be improved while still preserving the controlling statutory laws and 

regulations that govern data usage. The collaboration also assists the Parties in avoiding unnecessary duplication 
of efforts and facilitating the efficient and timely delivery of program outcome analysis. 

The Parties wish to use the information obtained to report to the federal government their respective and 
combined program outcome information for accountability and compliance with their respective laws and to 
enable secure, de-identified, and aggregated consumer information for accountability to be viewed by the public 
through research reports or using a web interface. Research reports or web interfaces also provide Parties with 
performance information to aid in administering their respective programs. In addition, web interfaces can 
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provide the public with information about state services and their efficacy, and support a wider understanding of 
the respective programs' processes and impacts on participants. 

The Parties will continue to have statutory responsibilities relating to the effective administration and security of 

their program data outside of, and not necessarily contained within, this agreement (hereafter referred to as the 
''Agreement"). 

The Parties agree to the effective and collaborative implementation, administration and governance of program 

participant data and evaluation capabilities made possible by the Workforce Longitudinal Data System (hereafter 
referred to as the "WLDS"). The Parties recognize that effective interdepartmental cooperation leads to greater 

certainty, transparency, and accountability of governing action which promotes confidence in the WLDS. The 

Parties commit to working in a timely manner to maintain WLDS activities and obligations and that shared 
individual program data has been determined legal, highly-secure, and continues to protect the confidentiality and 
privacy of individuals. 

This Agreement is to be read with and interpreted in a manner consistent with all applicable state and federal 

statutes, regulations and rules that have been historically attributed to the services and programs of each Party and 
does not create any new legal power or duty, or diminish in any way, the authorities of each Party that may exist 

outside of this Agreement. 

II. 0 BJECTIVE 

The objective of this Agreement is to establish a lasting framework for the maintenance and use of the WLDS for 
sharing individual program data that ensures security and confidentiality while allowing Parties to use the 

information to evaluate federal- or state-supported programs in compliance with all applicable laws. In addition, 
this Agreement establishes the Parties ' responsibilities related to WLDS data access, the retrieval ofWLDS data, 

and the use of aggregate data reporting from the WLDS, for program research and web interfaces, that in 
compliance with, and approved by, the Party from which the data originates. This Agreement applies only to the 
Parties' exchange of specific data among each other, as identified in Appendix 4, and creates no additional data 

sharing burden with any parties outside this Agreement. 

Information derived from the WLDS will enable the Parties to conduct the following research, as well as other 
related analysis as approved by the Parties through the Data Governance Committee, for the duration of the 
Agreement: 

• Evaluate and report the program outcomes of the Wagner-Peyser Act and Trade Adjustment Assistance 

Act funded training that is administered through the Department of Economic Development to assist in 
performance measures required by the Workforce Innovation and Opportunity Act, Public Law 113-128. 

• Evaluate and report the work outcomes of program graduates from the Eligible Training Provider System, 
as required for institutions receiving federal training funding under WIOA, to better inform students, job 

seekers, policymakers, and the educational institutions of those outcomes. 

• Evaluate and report the work outcomes of participants in community college Trade Adjustment 
Assistance Community College and Career Training (T AACCT) programs as required by those grants. 
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• Evaluate workforce outcomes for enrollees and graduates of postsecondary institutions, including 

percentage of graduates working in Missouri, the average wages and workforce participation by degree 
level prior to and /or following degree completion . 

• Evaluate workforce outcomes for recipients of state grants and scholarships, including percentage of 

graduates working in Missouri, the average wages and workforce participation by degree level prior to 
and /or following degree completion . 

The Parties agree that when accessing education data for the work outcome purposes outlined in this Agreement 
the Department of Economic Development (DED) will be considered an authorized representative under the 
Family Education Rights Privacy Act (FERP A) for the purpose of evaluating federal- or state- supported 

education programs that are administered by the DED. 

III. DEFINITIONS 

Data Owner is the director of the Missouri agency in partnership as a team that has requested the collection of a 
particular set of data or is assigned responsibility for a particular set of data on behalf of the Governor for a 

common good. 

Data Stewards are employees or agents of the Parties that require access to Level I or Level 2 data to reliably 

link datasets and to conduct analyses. Such individuals must be identified by the Data Governance Committee 

defined by this Agreement. Data Stewards will be responsible for assisting with use of WLDS products for 
analysis, quality, security, confidentiality as well as documentation and contextualizing data. 

Data Governance Committee (the "Committee") are employees or agents of the Parties responsible for 
reviewing and approving/denying any research projects, utilizing Level I, 2 or 3 data, when their agency 's Source 
Data is used. The Committee is also responsible for meeting on a regular basis (minimum of quarterly) to 

coordinate and review any data requests, approve Data Stewards, review data governance practices, conduct 
periodic audits, and to keep informed of on-going research efforts regarding the WLDS. Only the Directors of 
each Party can name a member to this Committee. 

Workforce Longitudinal Data System ("WLDS") is a secure data repository in the Office of Administration's 

state data center to be used to store Level 1, Level 2 and Level 3 data for research and reporting identified in this 
Agreement and related analysis as deemed appropriate by the Committee. Only Data Stewards may access Level 

1 and Level 2 data contained in the WLDS. Encryption technology will be implemented to restrict data access by 

unauthorized persons. Aggregated datasets containing a combination of Level 1 and Level 2 data may be created 

and stored in the Level 3 Summary Data production database as necessary to conduct approved research, but may 

not be stored in any other physical or electronic location without prior authorization from the Committee. 

Personally Identifiable Information or "PII" (Level 1) includes, but is not limited to, any of the restricted use 
data identified below: 

I. The individual or student's name; 
2. The name of the individual or student's parent or other family member(s) ; 
3. The address of the individual or student or student's family; 
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4. A personal identifier, such as the individual or student's social security number, student number or 
biometric record; 

5. Other indirect identifiers, such as the individual or student's date of birth, place of birth, and mother's 
maiden name; 

6. Other information that, alone or in combination, is linked or linkable to a specific student that would allow 
a reasonable person in the community or school community, who does not have personal knowledge of the 
relevant circumstances, to identify the individual or student with reasonable certainty; or 

7. The name or address of an employer where an individual works. 

Restricted-Use Data, also called "De-Identified Information" (Level 2) is data at the unit record level that has 
enough Personally Identifiable Information removed or obscured such that the remaining information does not 

identify an individual and there is no reasonable basis to believe that the information can be used to identify any 
individual. Linking Level 1 data records with Level 2 data records can result in a merged file that is considered 

Level 1, even when identifying fields are deleted. 

Source Data refers to any electronic information originating from one of the Parties that is designated for storage 
within the WLDS. Data tables in the WLDS are generally described in Appendix 4. 

Summary Data (Level 3) are summary statistics (e.g. , counts, sums, measures of central tendency) aggregated 
from Level 1 or Level 2 data. Level 3 data contains no information at the unit record level. Level 3 data may be 
created without restriction, and is considered acceptable for publication, unrestricted dissemination, and public 

use so long as such activities are approved for the Level 3 data in question by the Committee. 

IV. APPLICATION OF THE AGREEMENT 

A. Procedures for Securing Personally Identifiable Information (PIP 

All Parties agree to safeguard all PII and confidential data as follows: 
1. PII will be used only as authorized by this Agreement and as authorized by Missouri and Federal law. 
2. Access to PII will be restricted to only those designated Data Stewards identified by the Committee, as 

defined in Appendix 1 to this Agreement. 
3. No person shall be allowed access to PII before signing Acknowledgement of Data Stewardship, shown 

in Appendix 2 of this Agreement. 

4. PII will be stored in an area that is physically safe from access by unauthorized persons at all times. PII 

that is maintained in electronic format will be stored in such a way that unauthorized persons cannot 
access the information by any means. 

5. All Data Stewards with access to PII will be advised of the confidential nature of the information, the 
safeguards required to protect confidential information, and the civil and criminal sanctions for 
noncompliance contained in applicable Missouri and Federal laws. Data Stewards shall sign an 
acknowledgment, incorporated into this Agreement as Appendix 2, stating that they have knowledge of 
privacy and security protocols and agree to adhere to laws and regulations in accordance with Missouri 
and Federal laws governing PII and those in accordance with this Agreement. 
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6. Every Data Steward accessing PII in the WLDS complies with this Agreement, with all modifications 

or amendments to this Agreement, and with all applicable Missouri and Federal statutes and 

regulations, including applicable amendments. 

7. The Party providing Source Data PII has sole discretion at all times to determine which data may be 

shared and with which Parties. 

8. A Party may choose to have their Data Steward use the substitute unique identifier methodology, agreed 

to by the Committee, to place Level 2 Restricted Use tables into the WLDS data warehouse (see 

Appendix 3 for illustration) and thereby not directly store PII tables in the WLDS staging area. 

9. A Party has the option to share all or specific data elements of a Source Table and provide back only 

matched Level 2 Restricted Use records into the WLDS data warehouse with the fields required for a 

specific research project if they so choose. 

B. Records Usage, Duplication, and Disclosure Restrictions for PII 

The Parties agree to the following limitations on the use, duplication, and re-disclosure of PII in its 
control/possession: 

1. Parties agree to not disclose any PII to any other Party or agency, entity, contractor, or person without 
the express written authorization of the Party in possession of that PII. 

2. Parties agree that they will not allow the duplication or dissemination of PII within its own 
organization, except as necessary to fulfill an official duty which is recognized in this Agreement. 

3. Parties agree that if any violations or suspected violations of this Agreement pertaining to the use, 
duplication, or disclosure of PII are discovered by another Party, that Party will report such violations to 
all Data Owners immediately where possible, and in all cases within two (2) working days. 

4 . If PII is subpoenaed as part of a criminal or civil case or investigation, the subpoenaed Party will take 
all necessary steps to prevent disclosure as required by 20 CFR 603 .7, including filing a motion to 
quash and/or seeking, and diligently pursuing a protective order from a court which will protect the PII 
from further disclosure except as necessary to proceed with the case or investigation. 

C. Workforce Longitudinal Data System (WLDS) Security and Data De-identification 

The Missouri Office of Administration, Information Technology Services Division (OA-ITSD) has established in

house privacy-specific safeguards for protecting the confidentiality of PII . Data security policies include user 

authentication, data encryption, routine security audits and network transfer protocol packet-filtering firewalls. 

The WLDS will rely on data security policies in place to prevent unauthorized access and use of sensitive data 

stored in the system. The WLDS infrastructure data security provisions include: 

I. Maintenance of this Agreement. After the Director of each agency that is a party to this Agreement 

signs this Agreement, an authorized staff or agency representative is assigned to the Committee and a 

Data Steward designated to help update and maintain the WLDS. 

2 . Authorized Users and Access. The Data Steward has system login credentials to transmit and host 

their agency data containing Plls to the Level I or WLDS staging area (see Appendix 3). Since PII 
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confidentiality impact level is high in Level 1, data stored in this environment is the most secure data 
layer behind the security of the OA-ITSD firewall. Only Data Stewards from each Party are granted 

read and write permission to the staging database. Data use restriction prohibits a Data Steward from 
viewing another Party ' s data including PII unless an authorized representative from that Party agrees in 

writing to grant access for maintenance purposes. 

3. PII De-Identification. To ensure compliance with FERPA and other relevant privacy laws and 
policies, a joint agency designed algorithm is used to remove all PII and mask the unique ID of an 

individual. The substitute unique identifier is such that the identity of any individual is not 

compromised. The de-identification algorithm is also stored on a separate server and accessible only by 

authorized Data Stewards. Data tables and information stored in the WLDS data warehouse (Level 2) 

contain a substitute unique identifier. In the WLDS data warehouse (Level 2), the PII confidentiality 
impact level is considered to be "moderate." Subsequently, data can then be linked, the substitute 
unique identifier removed, and aggregate data can then migrate to the WLDS production database 

(Level 3). This data is in the aggregate for reporting and research purposes and data which is 
aggregated does not violate FERPA provisions or any other applicable privacy laws. 

4. Retention of PIL The practice of limiting the retention of PII is a "best practices" privacy principle. 

By limiting the retention of PII and implementing a data destruction schedule, Missouri's WLDS can 
avoid potential negative consequences in the event of a data breach. The Parties ' WLDS Data Steward 
will destroy information containing PII from the staging area (Level 1) after 60 days. 

5. Non-Disclosure of Level 2 Data. Restricted Use (Level 2) data obtained through this Agreement shall 
be considered confidential and must be safeguarded from unauthorized access, use, disclosure, or 

dissemination. Its access and use shall be restricted to the Data Stewards who need the data to perform 

their duties in connection with this Agreement. Such data shall not be disclosed or disseminated to a 
third party except as provided by Federal or State law, including Chapter 610, RSMo, or through other 

agreements outlining restrictions, security and research purposes. Any third party sub-contractor or 

researcher working for partner agency must comply with data confidentiality guidelines defined and 
approved by the Committee. 

6. Security Audit. To provide necessary safeguards and prevent unauthorized access and use of PII in 
the WLDS, the Committee will periodically audit database activity logs, user access, contact lists and 
research activities to ensure compliance. Audits will take place annually, at a minimum, to review 

compliance issues. 

7. Report Aggregate data. The WLDS production database (Level 3) supports data analysis, research, 
and web-based tool development. At Level 3, only aggregate data is available and the substitute unique 
identifier is removed by deletion. Secondary suppression or restriction is applied to publicly accessible 
data in compliance with the Confidential Information Protections and Statistical Efficiency Act 

(CIPSEA) and FERP A regulations. In order to protect the identity of an individual or establishment, 
small cell counts of fewer than 5 participants will be suppressed and not released as a minimum 
standard. The standard can be raised or added to by the Party's Data Governance Committee 
representative as necessary to protect confidential information or to ensure the quality of analysis. 
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A graphic representation of the WLDS and de-identification process is included in Appendix 3. 

D. Roles, Responsibilities and Governance Structure 

Each Party is responsible for the maintenance of its respective production data systems and/or any system 

supplying data to the WLDS for which the Party has a designated Data Steward. 

Each Party will assign at least one (I) member to serve as their Party representative on the Data Governance 

Committee. The Committee will be charged with collaboratively implementing the practices necessary for 

maintaining the WLDS. The Committee will meet on a minimum of a quarterly basis, and will deliberate and 

oversee the use of the WLDS and any enhancements to the data governance policies as needed. The Committee 

may establish an implementation work group of Data Stewards which will meet as often as needed to expedite the 

completion of Committee task assignments. 

OA-ITSD will enforce the access limitations and security protocols specified in this Agreement as well as those 

owing to the authority of the Parties to prohibit unauthorized access to the WLDS, mitigate the risk of a security 

breach, and encourage appropriate use of data. 

Consistent with the identified Parties and the conditions under which they function , each Party whose data is 

accessible in the WLDS and on a web interface has sole authority to determine what data are available to each of 

the other specified Parties. 

The Parties will provide Source Data for deposit into the WLDS in a timely manner, as jointly agreed to among 

the Parties through the Committee. Appendix 4 provides a general description of the tables each Party will 

include in the WLDS staging area or, if a Party chooses, to provide the specific data elements as needed by using 

the substitute unique identifier methodology to deliver Level 2 Restricted Use data directly to the WLDS data 

warehouse. A Party may prefer this option for FERPA compliance regarding Pll data. Appendix 4 is amendable 

by Parties to expand or remove data at the sole discretion of each Party representative of the Committee. 

The Parties shall update the appendices to this Agreement as appropriate and necessary and, upon service to all 

Parties of this Agreement, the updated appendices will be applicable respectively within ten (10) days after such 

revised or updated information, unless or until the Parties agree otherwise. 

Each Party will be responsible for training its own staff regarding use of the WLDS and any web interface. This 

training shall include but not be limited to, confidentiality and information security policy, training, 

acknowledgement, and the program procedures implemented toward keeping the WLDS a limited access 

environment. 

Research using the WLDS is restricted to the objectives outlined in the Workforce Longitudinal Memorandum of 

Agreement. Request for research outside of Agreement objectives should be handled through a separate 

agreement between those Parties when their source data is being used. 

In consideration for the release of each other's data, the Parties agree to the following terms and limitations on the 
use of the data: 
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1. Information shall be used only for the purposes specified by each participating Party with regard to its 
data, as set forth in this Agreement. 

2. A Party wishing, or asked by an external party, to conduct research or provide aggregate Level 3 data 

using another Party's Source Data, outside of the purposes outlined in this Agreement, must receive prior 
written approval from that Party's Committee representative before proceeding to aggregate Level 2 
Restricted Data to Level 3 Summary Data. All Parties with Source Data used in this situation must also 

be given the opportunity to review and decline the release of the research with which their data is used if 
they so choose. 

3. Upon reasonable written notice, the Parties may suspend furnishing the data described in this 
Agreement, whenever a reasonable determination has been made that any terms of this Agreement or 
related rule, procedure, or policy are violated or reasonably appear to be violated . 

V. MAINTENANCE, OVERSIGHT, COMPLIANCE 

A. Controlling Regulations and Laws 

The Parties understand that the provision of, access to, and use of data pursuant to this Agreement is subject to the 
laws and regulations of the United States and the State of Missouri, particularly with regard to disclosure and re

disclosure of confidential client and/or student information. 

All sharing of data shall be in full and complete compliance with the Privacy Act of 1974; the Family Education 

Rights Privacy Act (FERPA); the Confidential Information Protection and Statistical Efficiency Act (CIPSEA); 
the Workforce Innovation and Opportunity Act, Public Law 113-128.; all Unemployment Compensation 
confidentiality and disclosure requirements, including 20 CFR Part 603, and Sect. 288.250 RSMo; all applicable 

amendments of any aforementioned law or regulation; and any guidance letters and/or regulations of the United 

States Department of Education, the United States Department of Labor, United States Department of Health and 
Human Services. 

All Parties shall adhere to Missouri and federal statutes and regulations related to PII for participants receiving 

Temporary Assistance for Needy Families and Food Stamps. These regulations would not be limited to, but 
include: 

• Title IV-A of the Social Security Act 
• Federal Regulatory Authority 45 CFR 260 
• PL I 04-1 93 (Personal Responsibility Work Opportunity Reconciliation Act of 1996) 
• Missouri T ANF State Plan 
• Missouri Work Verification Plan 
• Deficit Reduction Act of 2005 
• Regulations at 45 CFR Parts 205.50, 260, 261 , 262, 263 , 264 and 265 (as amended), and as may be 

amended and/or modified subsequent to June 29, 2006 
• Regulations at 7 CFR Part 272.1 . 
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B. No Rights Created 

This Agreement does not, and shall not be construed to create any rights, substantive or procedural, enforceable at 
law by any person or agency in any matter, civil or criminal. 

C. Liability 

Each Party is responsible for its own conduct under this Agreement, and retains all defenses, including 
immunities, available under applicable federal, and Missouri State laws. No Party agrees to insure, defend, or 

indemnify any other Party. 

No Party to this Agreement certifies the accuracy of the data provided to the WLDS and/or displayed on any 

applicable web interface. Each Party disclosing, using, or re-disclosing data pursuant to this Agreement is 

responsible for complying with the applicable State and federal confidentiality requirements regarding that 
Parties' activities. 

D. Security 

The data described to this Agreement shall be stored in a manner to protect the identities and be information to 
which this data is relevant. These security protocols shall include but not be limited to de-identification process of 

individuals, aggregation process, secure encryption technology, access security protocol, security safeguards, and 
confidentiality safeguards. 

E. Data Flow 

Level 1 Source Data will be transmitted to a secure staging area database accessible only to those Data Stewards 

identified by the Parties for whom access to Level 1 records has been approved. Data records will be matched 
across datasets according to a substitute unique identifier developed by the Parties. Records whose match will be 

assigned a substitute unique identifier and all PU will be removed. The resulting Level 2 data will be relocated to 

the WLDS data warehouse accessible to all Parties Data Stewards. 

F. Choice of Law 

Any disputes arising under this Agreement shall be governed by the laws of the State of Missouri. 

VI. POINTS OF CONTACT 

Points of contact for operating under this Agreement are set forth in Appendix 2. Contact information may be 
updated as needed by the Committee. 
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VII. EFFECTIVE DATE, DURATION, MODIFICATION and TERMINATION 

This Agreement is effective upon signing by the last participant(s) and shall remain in effect for a 3-year initial 

term, unless modified or terminated. This Agreement may be modified at any time by written consent of all 

Parties, and may be terminated by any individual Party upon thirty (30) days advance written notice by the 

terminating Party to the remaining Parties. Additionally, the terminating Party agrees to provide in writing the 

reasons for termination to the remaining Parties and agree to meet during the interim period for the purpose of the 

renegotiations or modification of the Agreement premised upon any modification or termination of Party 

participation. 

A. Modification 

If any Party determines that a modification of this Agreement is necessary to comply with state or federal 

confidentiality requirements, then the Committee shall so notify all Parties, and the Parties shall modify this 

Agreement as soon as possible to comply with such legal requirements. Otherwise, this Agreement may be 

modified upon the written consent of all Parties. If modifications are recommended, the Department of Economic 

Development offers to provide the initial support staff, coordination, and relevant supplies to develop draft 

modifications of the Agreement for Party consideration as needed. 

B. Termination 

This Agreement shall remain in force and effect for a three-year initial term, effective from the date of signing by 

the last Party, unless it is terminated by any of the following provisions: 

1. If this Agreement is found by a court or tribunal of competent jurisdiction to be in conflict with any 

United States or Missouri statute or with any rule, regulation, guideline or directive of the U.S. 

Department of Labor or regulation of the State of Missouri , it shall be null and void to the extent of the 

conflict. 

2. Any Party may unilaterally terminate this Agreement upon written notice to the other Parties, in which 

case the Agreement will terminate either thirty (30) days after notice is sent, or at a date specified in the 

notice, whichever is later. This Agreement may be terminated at any time by the written consent of any 
of the Parties. In addition, any agency may make an immediate, unilateral suspension and/or termination 

of all duties of providing PII under this Agreement, effective immediately upon written notice being 

delivered to all other agencies, if: 

a. Any Party determines that there has been an unauthorized use or disclosure of PII of their data 

and that such suspension or termination is necessary to protect against continued or future 

unauthorized use or disclosure; 

b. Any Party determines that another Party has violated or failed to follow any terms of this 

Agreement, and that such suspension or termination is necessary to ensure compliance with state 
or federal law, provided that the suspending or terminating Party will provide notice of the 
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violation and an opportunity to correct the violation ifreasonable under the circumstances and 

permitted under federal regulations; or 

c. Any Party has reason to believe that another Party has breached this Agreement's terms 

relating to the use and security of PII , until such time as the affected Party has investigated and 

determined whether a breach has occurred. 

3. In the event of termination, the remaining Parties agree to return to or destroy all records containing PII 

in their possession within ten (I 0) business days to the terminating Party. However, if the termination is 

due to a breach or suspected breach of this Agreement, all records containing PII will be returned to the 

breached Party or destroyed immediately. 

C. Investigation and Breach 

Each Party in this Agreement will cooperate fully with any law enforcement authority responsible for the 

investigation and prosecution of any possible criminal violations associated with any breach of this Agreement or 

any other Missouri and Federal laws and regulations by that Party ' s personnel involving PII in the WLDS. 

D. Mitigation 

Each Party in this Agreement shall take reasonable steps to mitigate any harmful effect on individuals or 

employers whose PII was lost or disclosed in violation of this Agreement through that Party's negligent or 

unlawful acts. 

E. Audits 

The Parties agree to the following audit stipulations: 

1. To maintain a system sufficient to allow an audit of compliance as required by 20 CFR 603 . l 0. 

2. To notify the Data Stewards of each Party of any major change(s) in system platform (hardware and/or 

software) procedure and/or policy affecting transmission and/or distribution of information occurring any 

time after this Agreement is signed. 

3. To regularly monitor the Data Stewards of each Party with access to PII to determine whether the job 

responsibilities of those persons continue to require access , to immediately remove access for any person 

who is determined to no longer need it, and to take all necessary steps to ensure that any records which 

are in the possession or control of such persons, upon viewing, linking and aggregating for research and 

information purposes, are timely destroyed upon completing of said purposes, as provided in this 
Agreement. 
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VIII. CRIMINAL PENALTIES 

Each Party acknowledges that it and its employees may be subject to criminal penalties for failure to comply with 
Missouri and Federal laws requiring that information be kept confidential and prohibiting the unauthorized re

disclosure of PII. 

IX. ADMINISTRATION 

By signing this Agreement on behalf of each respective Party, the signatory represents that she/he has the 
necessary authority to bind the participating Party for which she/he signs as Data Owners of the data explained as 
part of the Agreement. 

This Agreement is not a substitute for any statutory, regulatory or policy obligation any Party may have. Any such 
obligations a Party may have are still binding on that Party. 

X. SPECIAL TERMS AND CONDITIONS 

A. Review of Agreement 

This Agreement will be reviewed annually or as needed as regulations are amended and may be revised and/or 
amended in writing by mutual consent among all Parties. 

B. Full and Complete Agreement 

The terms and conditions of this Agreement, with Appendices, and executed signature pages, constitute the full 
and complete Agreement between the Parties. No other verbal or written agreement shall , in any way, vary or 
alter any provision of this Agreement unless all Parties consent to vary or alter the provision in a signed writing. 
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RATIFICATION OF THE WORKFORCE LONGITUDINAL DATA SYSTEM AGREEMENT 

Each of the undersigned individuals represents and warrants that he or she is expressly and duly 
authorized to execute and to legally bind each Party as set forth in this Agreement. 

Dr. Marjorie Vandeven 
Commissioner 
Missouri Department of Elementary and Secondary Education 

Dr. David Russell 
Commissioner 
Missouri Department of Higher Education 

Mike Downing 
Director 
Missouri Department of Economic Development 

Ryan McKenna 
Director 
Missouri Department of Labor and Industrial Relations 

Brian Kinkade 
Director 
Missouri Department of Social Services 

Date 

Date 

Date 

Date 

Date 
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APPENDIX 1: CONTACT INFORMATION FOR DATA GOVERNANCE COMMITTEE AND DATA 
STEWARDS 

The following persons are Data Governance Committee and Stewards duly appointed by each Party to this 
agreement. 

Department of Elementary and Secondary Education: 

Data Governance Committee Representative(s) 

Leigh Ann Grant-Engle 

Leighann.grantengle@dese.mo.gov 

573-522-3207 

Data Steward 

Jason Young 

Jason.young@dese.mo.gov 

573-751-7621 

Department of Higher Education: 

Data Governance Committee Representative(s) 

Jeremy Kintzel 

Jeremy.Kinzel@dhe.mo.gov 

573-751-1793 

Data Stewards 

Jeremy Kintzel 

Jeremy.Kinzel@dhe.mo .gov 

573-751-1793 

Eric Anderson 

Eric.Anderson@dhe.mo.gov 

573-751-4799 

Department of Economic Development: 

Data Governance Committee Representative(s) 

Clinton Flowers 

Clint.flowers@ded.mo.gov 
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573-526-6821 

Ronda Anderson 

Ronda.anderson@ded.mo.gov 

573-751-8012 

Data Steward 

Ed Torufa 

Edward.Torufa@ded.mo.gov 

573-751-3639 

Department of Labor and Industrial Relations: 

Data Governance Committee Representative(s) 

Spencer Clark 

Spencer.Clark@dolir.mo.gov 

573-751-3366 

Data Steward 

Spencer Clark 

Spencer.Clark@dolir.mo.gov 

573-751-3366 

Department of Social Services 

Data Governance Committee Representative(s) 

Gloria Acres 

Gloria.Acres@dss.mo.gov 

573-751-9604 

Data Steward 

Gloria Acres 

Gloria.Acres@dss.mo.gov 

573-751-9604 
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APPENDIX 2: ACKNOWLEDGMENT OF DATA STEWARDSHIP 

I, ______________ , am an Authorized Data Steward of my respective State 

Agency, as identified by my Agency's Data Governance Committee representative. I acknowledge that as 

a Data Steward, I will have access to Personally Identifiable Information and Confidential Information. I 

am aware of the confidential nature and sensitivity of the information, the safeguards required to protect the 

Personally Identifiable Information and Confidential Information, and the civil and criminal sanctions for 

noncompliance contained in applicable Missouri and Federal laws. 

I acknowledge that I have been instructed of the terms of this Agreement prior to being granted 

access to Personally Identifiable Information and Confidential Information, and will adhere to the 

confidentiality and privacy requirements and procedures of this Agreement, and will agree to report any 

infraction of these rules to my Data Governance Committee representative fully and promptly in 

accordance with this Agreement. 

Name of Data Steward 

Date 
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APPENDIX 4: WORKFORCE LONGITUDINAL DATA SYSTEM SOURCE TABLES 

The tables listed below are for general reference and may not represent a complete description of all data 

elements. Agencies can provide all data within a table or selected information that pertains only to specific 
research projects. Each Data Governance Committee representative can expand data tables included in this list 

from their agency if necessary to conduct further research in accordance with this Agreement, for example when a 
new dataset is developed which would benefit the WLDS. The representative can also remove date tables from 

this list if the information is no longer deemed relevant to the objectives of the Agreement. 

•. ·~1.;·-·-
,,... f.· -~ " .~ ·- ~ 

Minimum 
Update 

Table Name ' •· Description Agency• Frequency 

Completion Post Secondary School Graduates with Degree Conferred DHE Academic Yr. 

Fall Enrollment 
Fall Semester Enrollment with ACT test scores and Transfer 

DHE Academic Yr. 
Information 

End Term Registration End of Semester Registration with Academic Grade Point DHE Academic Yr. 

Course Assignment High School District Course Assignment by Educator DESE School Year 

Student Core Exit High School Student information at completion DESE School Year 

High School Graduates High School Graduates DESE School Year 

High School Equivalent (HSE) High School Equivalent (HSE) Graduates DESE Calendar Year 

Unemployment Insurance 
Information on laid-off workers who applied for UI Benefit DOUR Monthly 

(UI) Claims 

UI Benefit Payment UI Benefit Payment history for clients DOUR Monthly 

UI Wage Records UI Wage Records for Missouri workers DOUR Quarterly 

WRIS UI Wage Records for Out-of -State workers DOUR/DWD Quarterly 

FED ES Wage data for Federal Employees DOUR/DWD Quarterly 

Apprenticeship Department of Labor Apprenticeship information DOUR Calendar Year 

WIOA Dislocated Workers Participants in WIOA Dislocated Workers Program DWD Calendar Year 

TAA Clients Participants in WIOA Trade Adjustment Act Program DWD Calendar Year 

FAMIS_SNAP Clients Enrolled in Division of Family Services SNAP Program DSS Monthly 

FAMIS_TANF Clients Enrolled in Division of Family Services TANF Program DSS Monthly 

FAM IS_ Transactions Payment history for clients in SNAP and TANF Programs DSS Monthly 

*DHE (Dept. of Higher Education), DESE (Dept. of Elementary and Secondary Education), DOLIR (Dept. of Labor and Industrial Relations), DWD (Dept. 
of Economic Development, Div. of Workforce Deve lopment), DSS (Department of Social Services). 
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RATIFICATION OF THE WORKFORCE LONGITUDINAL DATA SYSTEM AGREEMF:NT 

Ench or the undcrsignct.I in<li\'iduals l"CJ>rcscnts nncl warrants that he or she is expressly ;md duly 
authuri:1;cd lo execute and to legally bind each Party us set forth in this Agreement. 

Dr. Mm' ic ·111dcv1.•n "Mt'~ 
Commissioner 
Missouri Dcpnrlment of Elementary and Sccomfary Educa1io11 

Comm i:,;sioncr 

c 
D cl 

Director 

11~111 of Ecunomk Dcvclo~,mcnt 

Missouri Dcpanmcnt ofLnhor anti lntlustrial Rdations 

Missouri lkp:1rtmcnt of Social Services 

7(1 (cs 
Dnti.:: 

Date 


